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ACCESS CONTROL & LOCKDOWN REPORT: RESEARCH

SURVEY: CAMPUSES HAVING
MIXED SUCCESS WITH ACCESS
CONTROL, LOCKDOWN

Demand for access control, locks, visitor management and
other solutions is on the rise, but the ability to lockdown is
still a challenge. By Robin Hattersley

As | crunched the raw data from this year’s Campus Safety Access Control and
Lockdown Survey, | encountered some very interesting contradictions.

On the one hand, compared to what was revealed in our 2019 Access Control
and Lockdown Survey, this year, a lot more respondents say they’ve purchased
equipment over the past two years and/or are considering buying more in the
next two years. On the other hand, fewer say they can lockdown 100% of their
campuses.

You would think that if more schools, universities and healthcare facilities
have purchased more access control and lockdown solutions that they would
report improvement in their lockdown capabilities, right?
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| can’t explain this contradiction with the data | have at my disposal. One possibil- Dﬂ®
ity, however, is the increase in purchasing and the due diligence that is required for —
this type of activity has led our survey takers to become more aware of their lock- How Ta.ilgati“g
down vulnerabilities. Most of us have investigated an issue, only to find out that the DeteCt'on. Can Prevent
. . Unauthorized Access
problem is much worse than we had previously thought.
to Your Campus

This contradiction is just one of the many interesting data points revealed in
the results from the 2021 Campus Safety Access Control and Lockdown Survey.
Read on for the specifics.

Campuses Continue to Acquire More Systems, Equipment
As stated previously, a lot of purchasing appears to have been going on in the edu-

cational and healthcare sectors over the past two years. Eighty-four percent of

respondents say they’ve purchased card and/or biometric access control systems. Campuses that want to control who
enters their facilities need to guard

That’s 22 percentage points more than what was revealed in our 2019 survey on this °rs theirtfac
against tailgating, but what exactly

topic. This year, 45% say they are considering adding more of these systems in the is tailgating?
next two years. That’s 8% more than two years ago. (See chart below.) According to Detex Marketing
i . Manager Tim Shafer, tailgating oc-
Purchasing of locks and/or door hardware has also been strong, with 78% of curs when an unauthorized person
respondents saying they’ve acquired this type of equipment over the past two follows an authorized personinto a

secured area.

“And when unauthorized individu-
with 45% of survey takers saying they are considering buying locks and/or door als come into a building, campus
officials have no knowledge of the
risk until the event occurs,” he says.
"That event could be a disgruntled
former employee, violent activists,

In the past two years, has your campus/district/institution adopted new or upgraded any stalkers or something worse.”
of the following? If not, are you considering doing so in the near future? Fortunately, there is a solution.
“The Detex AT-5200 and AT-5600

sneak detection systems for doors
are the most accurate and cost-effec-
tive way a campus can detect access
by unauthorized persons,” Shafer
says. "Compared to video surveillance
systems, the AT-5200 and AT-5600
have lower false alarm rates and are
much more affordable.”

years. Additionally, demand for these products only appears to be increasing,

hardware over the next two years. That’s 10 points more than what respondents

Yes —and we are | No— but we are

considering adding = considering do-

more within the ing so within the
next 2 years next 2 years

Card and/or biometric
access control system(s)

Locks and/or door hardware Shafer recommends campuses
adopt the following policies to sup-
Visitor management system(s) port their organization's tailgating

detection technology:

» Everyone must card through the
opening in a single-file line

Fences » No one should hold open the
doors for others

» Everyone should present their ID
card when entering the building

NFC/BLE mobile phone access
control

Secure front entrance
vestibule(s)

Window safety and/or » Access cards should not be

security solution(s) shared. If this happens the AT-
5200 and AT-5600 anti-passback

Lockdown/shelter-in-place policies feature can help. detex.com

and procedures
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said in 2019.
Demand for visitor management is also extremely strong, particularly in

schools. Eighty-three percent say they purchased visitor management sys-
tems over the past two years, with 29% saying they are considering buying
more of these systems in the next two years. Healthcare facility respon-
dents have also been very active in acquiring systems that manage guests
(75%), with more than half (59%) saying they are considering purchasing
more of this type of solution.

Adoption of security front entrance vestibules has dramatically increased as
well, with 74% of respondents saying they’ve implemented or upgraded this
solution over the past two years.

NFC/BLE mobile phone access control was added to this question this year,
and overall, there have been a lot of purchases of this type of solution recently.
Nearly two out of three (62%) respondents overall have purchased NFC/BLE
solutions over the past two years with nearly half (45%) saying they are consid-
ering buying more.

Purchases of fences have also increased, from 36% in 2019 to 67% in this

year’s survey. The same can be said for window safety and/or security solutions.

Two years ago, 33% of respondents said they purchased these solutions over
the past two years, while in 2021, 69% said they’ve recently made purchases.
Even the adoption of lockdown/shelter-in-place policies and procedures,

which was very strong in 2019 (81%) increased to 83% this year overall.

SPONSORED BY

Approximately how much of your
campus can lockdown?

100%
17%

75% - 99%
AN%

51% - 74%
28%

F'I% -25% 3%

| don't know 2% 0% 1%

*Percentages might not add up
to 100 due to rounding

For the parts of your campus that
CAN be locked down, how quickly can
that be accomplished?

In5
minutes or less

39%

6-10 minutes
28%

. 31-60
11-20 minutes minutes
17% ( 2%

| don't know Not applicable.
2% We can't lock down.

2%
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to protect against outside threats?
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Fewer Respondents Can Lockdown All of Their Buildings
When an emergency happens, it’s critical that a facility be able to lockdown and

do so quickly. Unfortunately, this year’s survey found that there has been quite

a bit of backsliding on this front. (See charts on page 4.)

Compared to 2019 when we last asked our readers how much of their cam-

pus can lockdown, there has been a significant drop in the percentage of

respondents who now say 100% —
from 30% two years ago to 17% now.
The good news, however, is that the
vast majority of respondents say
they can lockdown more than half of
their campus — 86% this year com-
pared to 79% in 2019.

Not surprisingly, K-12 schools/school
districts still have the greatest abil-
ity to lockdown. Seventy-nine percent
say they can lockdown 75-100% of
their campus. Unfortunately, that’s
an 11% decrease from two years ago
when 90% of K-12 respondents said
they could lock down 75-100% of their
buildings.

When we asked those respondents
who can lockdown how quickly they
can do so, only 39% said in 5 minutes
or less, compared to 71% two years
ago. More respondents, however, now
say they can lockdown in 6-10 minutes
(28% compared to 15% in 2019).

K-12 campuses have the fastest

Please rate the coverage of

your campus, district or
institution’s access control
technology/locks/door hardware.

*Percentages might not add up to 100
due to rounding

B 202

45% B 200

36%
30% 31%
19% 19%
9%
5% g 29.4%
‘ —

Excellent Good Fair Below Poor
Par
Please rate the quality of
your campus, district or
institution’s access control
technology/locks/door hardware.
*Percentages might not add up to 100
due to rounding
B 202
43%
8% B 2019
28% 29%
18% 20%
9%
Soum 5%
il
Excellent Good Fair Below Poor
Par

When you go into lockdown, how confident are you that you can fully account
for everyone in your building(s), including visitors, volunteers and contractors?

Really confident

LGV, [T Healthcare

Moderately confident

Slightly confident

Not confident at all

*Percentages might not add up to 100 due to rounding

Campus Safety: 2021 Access Control & Lockdown Report

SPONSORED BY

Recev oo DEEX [BIY

anNARCcO

Level Up Your Card

Issuance Process with
HID FARGO Connect

The world’s leading cloud-based card
personalization solution:

Issue from anywhere using
any device
» Scale up or down with ease
» No additional software or printer
drivers needed
» Print from your home office

Get proactive with a centralized dash-
board of the entire system
» Printer status at your fingertips
» Get notified before consumables
are empty

Instant onboarding to remote loca-
tions with Securely Remote Print
» Require users to authenticate to
printer to release print job
» Eliminate shipping costs
» Connect multiple workstations to
a single printer

Issue from your application of choice
to deliver a seamless and intuitive
experience for the operator
» HID FARGO Connect is integrated
into many access control and one
card solutions eliminating
» Reduce training and time to issue
by allowing operators to manage
the card holder data and hit print
from your primary application
» The installation/setup often takes
less time than traditional PC
based card software
solutions

Simplify smart card issuance with
inline personalization
» In one seamless step print and
manage smart card data during
the print process
» Automated processes speeds up
the issuance time
» Eliminates data entry errors
hidglobal.com
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lockdown response times. Eight in 10 respondents say they can lockdown their
campuses in 10 minutes or less.

Door Hardware, Visitor Tracking Get High Marks

Although most threats to a school, college or hospital come from someone who
is already on campus, attacks coming from off-campus do pose a problem, as
the victims of the Sandy Hook and Parkland mass shootings will attest.

Overall, more than seven out of 10 of our survey takers believe they have ade-
quate door hardware to protect against outside threats. Hospitals are the most
confident (80%), while K-12 and college respondents are less confident (70%
and 69% respectively). (See pie chart on page 4.)

After a lockdown is implemented, it’s critical that campuses account for
everyone in the building, including visitors, volunteers and contractors. Accord-
ing to this year’s survey, nearly eight in 10 (79%) respondents are really confi-
dent or moderately confident they can do so. (See chart on page 5.)

Due to the responsibilities of K-12 schools for children, as well as the duty of
care expected of hospitals for their patients, it's not surprising that both K-12
and healthcare respondents had higher degrees of confidence in accounting for
everyone in their buildings during a lockdown — 87% and 83% respectively said
they are “really” or “moderately” confident. That said, colleges and universities
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PHYSICAL ACCESS CONTROL: Aside from cost/budget issues, how significant have been the following challenges
that you may have faced during the past two years? *Percentages might not add up to 100 due to rounding

Extremely Very Somewhat \VETF-GET[\A Littleorno = ldon't

challenging challenging | challenging challenging [ B GG know
Our campus layout is open, so it's very
difficult to lockdown our campus or 15% 24% 31% 14% 15% 2%
control access
Our students, faculty and/or staff are
required to carry too many credentials 5% 18% 22% 24% 29% 1%
or keys
Lack of metal detection, or our detectors 10% 20% 239% 21% 239% 4%
need to be upgraded
Lack of a visitor management system,
or the system we have needs to be 10% 17% 25% 23% 23% 3%
upgraded
Design and/or placement of our win-
dows makes us vulnerable to safety and 9% 20% 27% 22% 20% 2%
security incidents
Tracking and managing keys 14% 19% 28% 25% 14% 2%
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weren’t too far behind their healthcare and K-12 brethren. Nearly three out of
four said they were “really” or “moderately” confident.

Campuses Happier with Coverage, Quality of Access, Lockdown Solutions
Compared to two years ago when we asked our readers how satisfied they
were with the coverage of their access control, locks and door hardware, we’ve
seen a 20-point increase in satisfaction overall, with 75% rating their coverage
as excellent or good, compared to only 55% in 2019. Currently, our healthcare
respondents are slightly less enthusiastic about their coverage compared to
K-12 and higher ed survey takers. About one in four (26%) healthcare respon-
dents rate their coverage as excellent, compared to 28% of school and 32% of
college participants. (See chart on page 5.)

Survey participants are also more satisfied with the quality of their access
control systems, locks and door hardware today than they were in 2019. Nearly
three in five (71%) rate it as excellent or good now, compared to only 56% two
years ago. Higher ed and K-12 school and district respondents were the most
likely to give an excellent rating (30% and 29%, respectively) compared to hos-
pitals (26%).

Compared to our 2019 survey results, the percentage of campuses experienc-
ing extremely or very challenging issues associated with physical access control
has remained remarkably constant. “Campus layout,” once again tops the list
at 39%, while “tracking and managing keys” comes in second at 33%. “Lack of
metal detection or our detectors need to be upgraded” comes in third on this
list. (See chart on page 6.)

The percentage of campuses experiencing extremely challenging or very chal-
lenging issues associated with their policies and personnel has also remained

Has your campus/district/institution experienced any of the following
problems with its locks/door hardware in the past two years?

No | don't know

Our locks and door hardware have not been
properly maintained

Our locks and door hardware are not properly
configured for safety and security

Doors that should have locks on them do not

Students, staff, administrators and teachers are
not trained on our access control policies or
don't follow our policies (regarding things like
propping doors open, for example)

*Percentages might not add up to 100 due to rounding
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TECHNOLOGIES

THE IN SCHOOL SAFETY

How to Account for
Everyone on Campus
When You Lockdown
or Evacuate

Imagine you have an influx of
visitors for an on-campus event at
your school. You'll need to screen
them against sex offender and
your custom databases — like
those with custodial restrictions
— to confidently confirm they
should receive access.

Now imagine you must go into
lockdown. While instantly alerting
your school and first responders
is a critical step, accounting for
everyone — students, staff, visi-
tors, volunteers, and contractors
— on campus and knowing their
conditions in real-time is just as
important.

This requires integrated visitor
and emergency management sys-
tems. The most powerful systems
have mobile panic buttons so au-
thorized users can initiate emer-
gencies from wherever they are.
The Raptor School Safety Suite
enables just that and empowers
teachers and staff to account for
themselves and others, including
the students on their rosters, on
their mobile devices.

“We have a lot of contractors in
and out of our campuses,” shares
the Assistant Superintendent of
Bay City ISD. “Raptor Visitor Man-
agement is integral in keeping
track of who is on each campus,
and because it integrates with
Raptor Emergency Management,
we're able to track and account
for those contractors if we need
to evacuate.”

To learn more and see why over
35,000 K-12 schools trust Raptor,
visit raptortech.com.
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remarkably constant when compared to the survey from two years ago. The
most significant change? Six percent more respondents say their issues with
IT department buy-in are extremely challenging or very challenging — up from
18% in 2019 to 24% this year.

That being said “Policies supporting our access control system(s) don’t exist or
the ones we have need to be upgraded” continues to be the biggest thorn in the
side of campus security professionals. A third say this issue is extremely or very
challenging for them (32% said the same thing in 2019). (See chart below.)

Additionally, the maintenance and configuration of locks and door hardware
continues to pose challenges to this year’s survey participants. There is very lit-
tle change in the answers to both of these questions this year compared to 2019
— 44% this year for maintenance compared to 42% two years ago, and 36% now
compared to 37% previously.

There has been significant improvement, however, in training. Although nearly
half (48%) of this year’s respondents say “Students, staff, administrators and
teachers are not trained on our access control policies or don’t follow our poli-
cies,” that’s way better than the 61% in 2019.

The same can’t be said for doors not having locks on them that should. More
than a third (37%) of this year’s respondents say that “Doors that should have

SPONSORED BY
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ACCESS CONTROL, LOCK and LOCKDOWN POLICY & PERSONNEL ISSUES: Aside from cost/budget issues,
how significant have been the following challenges that you may have faced during the past two years?

*Percentages might not add up to 100 due to rounding

Extremely Very Somewhat Marginally BRj YT o
I don't know

challenging challenging | challenging challenging BTG
Policies supporting our access
control system(s) don't exist or 11% 299% 27% 7% 299% 2%
the ones we have need to be
upgraded
We don't have enough staff
to operate our access control 9% 19% 28% 20% 22% 2%
system(s) and/or locks
Staff don't know how to effec-
tively manage our access control 9% 20% 24% 20% 26% 2%
system(s)
Support/buy-in fron'1 stude.;nts, 8% 20% 259% 239% 23% 2%
faculty and/or staff is lagging
Support/buy-in from manage- o o o o o o
ment/administration is lagging 26 e A5 A0 Ao e
S e 10% 14% 24% 2% 25% 3%
and cooperation lagging
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locks on them do not.” That’s up from 32% two years ago. (See chart on page 7.)

When it comes to access control technology, more respondents this year than
in 2019 say they are experiencing some challenges, although those issues are
only marginally or somewhat challenging, rather than very or extremely chal-
lenging. When you compare the “Little or no challenge” columns from this sur-
vey and the previous survey, you see that things like finding a good integrator,
having enough expertise or maintenance are posing more problems for our sur-
vey takers than two years ago. (See chart below.)

The issuance of ID cards poses challenges for many of our respondents.

A significant portion of higher education and healthcare participants say they
have a slow ID card issuance process (40% and 34% respectively); printer reli-

Recev oo DEEX [BIY
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ACCESS CONTROL TECHNOLOGY: Aside from cost/budget issues, how significant have been the following challenges
that you may have faced during the past two years? *percentages might not add up to 100 due to rounding

Extremely Very Somewhat Marginally
challenging challenging [ challenging BT T

We don't have a card
access control or
biometric system
installed on our campus

10% 13% 22% 16%

2021

38%

Littleorno Little orno
challenge -

challenge -
2019

51%

I don’t know

2%

We can't find a good
integrator to install our 5% 19% 22% 20%
equipment

30%

52%

5%

I want to install
more access control
technology, but | don't 6% 12% 25% 21%
have the expertise to
know where to start

30%

57%

5%

Maintenance of card

6% 16% 28% 20%
access systems

28%

43%

3%

Older access system(s)
can't integrate/
interoperate with new
access control systems

8% 17% 24% 21%

26%

37%

4%

Our access system(s)
isn't integrated with
our other public safety
systems (e.g. video
surveillance, intrusion,
fire, etc.)

12% 14% 25% 23%

22%

25%

4%

Access control software

bugs and updates 7% 16% 23% 23%

26%

4%

5%
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ability/maintenance challenges (36% and 46%); smart card management prob-
lems (46% and 42%); and the inability to issue cards outside of the card office
(38%). Most of those challenges don’t impact K-12 campuses or districts as
much. (See chart on the right.)

Thank You Survey Participants!
Campus Safety thanks the more than 400 school, university and healthcare pro-
tection professionals who participated in this research project. We truly appreci-

ate your input.
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What challenges do you face with
your ID card issuance process today?

Slow card issuance process 34%

Printer reliability/maintenance 38%

Smart card management 40%

Inability to issue cards o
outside of card office e

Issuing to remote locations 13%

Not applicable 11%
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